ECPA LAW ENFORCEMENT GUIDELINES
California Senate Bill 178, known as the California Electronic Communication Privacy Act (Cal. ECPA), was signed by the Governor and Chaptered by the Secretary of State on October 8, 2015.  The law establishes judicial oversight over law enforcement’s ability to obtain and retain electronic communication information from a communication service provider, electronic device information from a device, and establishes other obligations such as notification of the targets of law enforcement investigations by law enforcement.  These statutes are effective on January 1, 2016.
The statute gives standing to “[a]ny person in a trial, hearing, or proceeding” to move to suppress any electronic information obtained or retained in violation of the Fourth Amendment or this statute.  

CHANGES TO SEARCH WARRANTS FOR COMMUNICATION SERVICE PROVIDERS

(cell phone companies, social media, email companies, communication apps)

The law does not allow for subpoenas except in extremely narrow circumstances.  As such, LE needs to be aware that on any investigation intending to be prosecuted in state court, Federal Admin subpoenas (also known as 2703d orders) can NOT be utilized to get information.

A communication service provider can voluntarily provide records to LE in exigent circumstances of pending danger but LE must follow up with a search warrant for the records within three (3) business days specifically describing the exigency.

Information from a Communication provider obtained by way of search warrant must now contain:

1. Specific information regarding the items to be seized including:

a.  A specific time frame of information;

b. Specific identified target accounts;

c. Specific nature of information requested

2. Deferred notification – If LE does not want the company to notify the account holder of the warrant they can request that notification be deferred for up to 90 days.  The court may grant any time frame from 0 to 90 days.  Extensions can be received for additional deferred notification for up to 90 days.  All requests for deferred notification must be investigation specific meaning that LE must state why the customer of the account in the warrant should not be notified because of the nature of the current investigation.  No generic “on-going” investigation rationale. 
3. Delayed notification – LE is also required under the law to notify the TARGET of the investigation that a search warrant for the information is being sought and a reasonable amount of information as to what that information is and what the investigation entails.  This notification must be made contemporaneous with the warrant (at the time of) unless delayed.  Notification can be delayed for up to 90 days but again the court can grant any time frame from 0 to 90 days.  Extensions can be received for additional delayed notification for up to 90 days.  Again, these requests must be investigation specific reasons as to why the notification must be delayed.  If there is no identified target of a warrant or exigent circumstances request at the time it is issued, law enforcement is required to serve notice upon the California Department of Justice (Cal. DOJ) within three days and Cal. DOJ is required to publish those reports online within 90 days of receipt.

4. Custodian of records certification – All search warrants for records under this act will now include a request that the custodian of records certify the records for authenticity and admissibility in court purposes.
5. A review of records – Under the law, any records received from the service provider must be reviewed to ensure that the records fall within the objective of the search warrant.  If there are any records that are not within the objective of the warrant, they must be sealed and not revealed to anyone including the prosecutors.  HOWEVER, if the warrants are written specifically as the law requires and reviewed properly by a DDA, then all records received should fall within the objective of the warrant.  If any questions arise regarding this, please contact your assigned DA Liaison for guidance.
SEARCHING ELECTRONIC MEDIA DEVICES

(cell phones, computers, laptops, ipods, ipads, etc.)

Under the law, LE may search said devices only under the following specified circumstances:  PLEASE NOTE – UNTIL FURTHER NOTICE, FOURTH WAIVER SEARCHES ARE NO LONGER ALLOWED ON MEDIA DEVICES.
1. A Search Warrant – Including the same specificity requirements stated above.

2. A Wiretap Order 
3. Specific Consent of the authorized possessor (may not be the owner of the device) of the device provided directly to the government entity seeking information.  

4. Exigent circumstances involving danger of death or serious physical injury – No longer can the phone be searched for purposes of putting it in airplane mode or turning off wi-fi.  The only exigency allowed is danger of death or serious bodily injury and in that event, LE must follow up with a search warrant within three (3) days following the specificity requirements and laying out the exigency.

5. Upon a good faith belief that the device is lost, stolen, or abandoned law enforcement BUT only to examine the phone to identify and contact the owner.  Does not include a full search of the phone! 

6. If seized from an inmate in the California Department of Corrections and Rehabilitation.
Delayed Notification – Under the law, contemporaneous with the search (at the same time) LE is also required under the law to notify the TARGET of the investigation that a search warrant for the information is being sought and a reasonable amount of information as to what that information is and what the investigation entails.  Notification can be delayed for up to 90 days but again the court can grant any time frame from 0 to 90 days.  Extensions can be received for additional delayed notification for up to 90 days.  Again, these requests must be investigation specific reasons as to why the notification must be delayed. If there is no identified target of a warrant or exigent circumstances request at the time it is issued, law enforcement is required to serve notice upon the California Department of Justice (Cal. DOJ) within three days and Cal. DOJ is required to publish those reports online within 90 days of receipt.

A review of records – Under the law, any records received from the search must be reviewed to ensure that the records fall within the scope of the search warrant.  If there are any records that are not within the scope of the warrant, they must be sealed and not revealed to anyone including the prosecutors.  HOWEVER, if the warrants are written specifically as the law requires and reviewed properly by a DDA, then all records received should fall within the scope of the warrant.  If any questions arise regarding this, please contact your assigned DA Liaison for guidance.

FAILURE TO FOLLOW THIS LAW CAN RESULT IN ALL YOUR EVIDENCE GAINED FROM THESE SOURCES BEING SUPPRESSED, ORDERED DESTROYED, AND MAY INVOLVE POTENTIAL CIVIL LIABILITY TO YOU AND YOUR DEPARTMENT.

Please do not hesitate to call or email me with questions.

Tia L. Quick

DA Law Enforcement Liaison

619-531-2818 (off9ce)

619-770-9132 (24 hr cell)

Tquick@pd.sandiego.gov
Tia.quick@sdcda.org
